SIEMENS

Introduction to Cybersecurity for industrial automation (IC-CYBERSEC)
Breve descripcion

Dangers. Risks. Security. Participants will learn about a proven phased model designed to help protect industrial plants against cyber
threats. Based on this model, the course covers the fundamentals of cybersecurity and introduces solutions and concepts for securing
industrial automation systems. Through practical exercises in TIA Portal and SINEC Security Guard, participants deepen their
understanding and apply the security concepts directly in practice.

Objetivos

After this course, participants will be able to implement strategies and concepts for the security of their industrial plant. They can
systematically analyze and assess their assets for security vulnerabilities. To protect the plant, participants can apply measures such as
network segmentation, access controls, system hardening, secure remote access, security patches, and data backup and recovery
procedures. With the help of intrusion detection systems, participants will be able to detect attacks early and respond appropriately. In
addition, they will understand how an emergency and recovery plan is structured and how operations are restored in the event of an
emergency.

Dirigido a

= Solution Architect
= Consultant
= Automation Engineer

Contenido

Basics of Cybersecurity for Industry

Specifications and standards in the field of cybersecurity

Attack and defense options

Protection Goals

Vulnerability Management for assets

Network Concept for industrial plants

Secure remote access

Asset access controls

Hardening measures, security patching and data backup and recovery measures

Intrusion detection systems

® Contingency plan to restore operations

This course includes a 4-week Learning Membership for our digital learning platform SITRAIN access. Here you will find web-based
trainings on Protecting Industrial Networks as well as other topics such as Industrial Security, Industrial Automation Systems SIMATIC and
many more. With the Learning Membership, you can deepen or repeat the content of this learning event as well as continue your education
on other interesting topics.

Prerrequisitos

® Basic knowledge about industrial automation
" Basic knowledge about industrial communication
® Basic knowledge in SIMATIC TIA Portal Step 7

Nota

The Learning Membership starts 7 days before the start of the course and ends 14 days after the end of the course. During this period, you
have access to all of the more than 480 web-based trainings available.

Modalidad
Curso presencial
Duracion

3 dias

Idioma

en

Costo

0 EUR


https://www.siemens.com/global/en/products/services/digital-enterprise-services/training-services/sitrain/access.html
https://siemens-learning-sitrainaccess.sabacloud.com/Saba/Web_spf/EU2PRD0112/guestapp/learningeventdetail/curra000000000008240
https://siemens-learning-sitrainaccess.sabacloud.com/Saba/Web_spf/EU2PRD0112/guestapp/catalog/browse/categ000000000010047?selectedTab=LEARNINGEVENT
https://siemens-learning-sitrainaccess.sabacloud.com/Saba/Web_spf/EU2PRD0112/guestapp/catalog/browse/categ000000000010037?selectedTab=LEARNINGEVENT
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