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This Acceptable Use Policy (“AUP”) sets out terms you, and those acting on your behalf, must comply with when
using the online services made available by us (“Cloud Services”).

1. Credentials

You will:

e not use a false identity to gain access to the Cloud Services;

e carefully store access credentials and security tokens and protect them from unauthorized access,
disclosure or use;

e not gain access to Cloud Services by any means other than your user account or other means permitted by
us;

e not circumvent or disclose the authentication or security of your user account, the underlying technology or
any host, network, or account related thereto; and

e ensure that any access credentials are not shared with other individuals and used only by the individual
who was granted the credentials. We may change access credentials if we determine at our reasonable
discretion that a change is necessary.

2. No lllegal, Harmful, or Offensive Use or Content

You will not use, or encourage, promote, facilitate, or instruct others to use, Cloud Services for any illegal, harmful,
or offensive use or to transmit, store, display, distribute or otherwise make available content that is illegal,
harmful, fraudulent, infringing or offensive. Your use of the Cloud Services and your content stored within the
Cloud Services will not:

e violate any laws or regulations, or rights of others;

e be harmful to others, or to our reputation, including by offering or disseminating fraudulent goods, services,
schemes, or promotions, make-money-fast schemes, ponzi or pyramid schemes, phishing, farming, or other
deceptive practices;

e enter, store or send hyperlinks, or enable access to external websites or data feeds, including embedded
widgets or other means of access, in or as part of your content, for which you have no authorization, or
which are illegal;

e be defamatory, obscene, abusive, invasive of privacy otherwise objectionable.

3. No violation of use restrictions

You will not:

o resell, transfer, sublicense, loan, lease or publish Cloud Services, or use Cloud Services in the operation of a
business process outsourcing or other outsourcing or a time-sharing service (unless expressly permitted by
us);

e reverse engineer, disassemble, decompile, or otherwise modify, create derivative works based on, merge,
tamper with, repair, or attempt to discover the source code of, Cloud Services or the underlying technology
(except to the extent this restriction conflicts with the applicable law of your jurisdiction);



e access Cloud Services from any location prohibited by or subject to sanctions or license requirements
according to applicable sanctions and/or (re-)export control laws and regulations, including those of the
European Union, the United States of America and/or any other applicable country(ies), and you will only
upload non-controlled content (e.g. classification is “N” in the EU, and “N” for ECCN or “EAR99” in the U.S.),
unless permitted otherwise by the applicable (re-)export control laws or respective governmental licenses
or approvals.

4. No Abusive Use

You will not:

e use Cloud Services in a way intended to avoid or work around any use limitations and restrictions placed on
such Cloud Services (such as access and storage restrictions), monitoring, or to avoid incurring fees;

e access or use Cloud Services for the purpose of conducting a performance test, building a competitive
product or service or copying its features or user interface;

e interfere with the proper functioning or security of any of our systems;

e distribute, publish, send, or facilitate the sending of unsolicited mass e-mail or other messages, promotions,
advertising, or solicitations, including commercial advertising and informational announcements. You will
not alter or obscure mail headers or assume a sender’s identity without the sender’s explicit permission.

5. No Security Violations

You will not use Cloud Services in a way that could result in or facilitate a threat to the security of Cloud Services or
the underlying technology. You will in particular:

e take reasonable precautions against security attacks, viruses and malicious code on your system, on-site
hardware, software or services that you use to connect to and/or access Cloud Services;

e not perform any penetration test of or on Cloud Services or the underlying technology without obtaining
our express prior written consent; and

e not use devices to access or use Cloud Services that do not comply with industry standard security policies
(e.g., password protection, virus protection, update and patch level).

6. Our Monitoring; Reporting and Audit

You acknowledge that we and our subcontractors may monitor your compliance with this AUP through Cloud
Services. We reserve the right to investigate any violation of this AUP. If you become aware of any violation of this
AUP, you will immediately notify us and provide us with assistance, as requested by us, to stop, mitigate or remedy
the violation. We, our subcontractors or authorized agents may conduct an audit of your compliance with this AUP
at your premises, workstations and servers upon reasonable advance notice. We may remove, disable access to, or
modify any content or resource that violates this AUP or any other agreement we have with you for use of the
Cloud Services. We may report any activity that we suspect violates any law or regulation to appropriate law
enforcement officials, regulators, or other appropriate third parties. If a party that claims that your use of the
Cloud Services or your content violates such third party’s rights or any law or regulation, we may share appropriate
customer information.

7. Copyright

Siemens will respond to notices of copyright infringement regarding content in accordance with applicable
copyright laws.



Podminky pouzivani SITRAIN
Zari 2021

Tyto Podminky pro pfijatelné pouZivani (Acceptable Use Policy, "AUP") stanovuji podminky, které Vy a osoby
jednajici Vasim jménem musite dodrzZovat pfi pouzivani online sluzeb, které Vam poskytujeme ("Cloudové sluzby").

1. Pfihlasovaci udaje
Zavazujete se:

e nepouzivat faleSnou identitu k ziskani pfistupu ke Cloudovym sluzbdm;

e peclivé uchovavat pristupové udaje a bezpecnostni tokeny a chranit je pfed neopravnénym pfistupem,
zvefejnénim nebo pouzitim;

e neziskavat pfistup ke Cloudovym sluzbdm jinymi prostfedky nez prostfednictvim Vaseho uZivatelského
uctu nebo jinych nami povolenych prostredkd;

e neobchazet ani nezvefejfiovat autentizaci nebo zabezpeceni Vaseho uzivatelského uctu, zakladni
technologie nebo jakéhokoli hostitele, sité nebo souvisejiciho Gctu;

e  zajistit, aby pfistupové Udaje nebyly sdileny s jinymi osobami a byly pouzivany pouze osobou, které byly
tyto udaje pridéleny. MlZeme zménit pfistupové udaje, pokud na zakladé naseho rozumného uvazeni
urcime, Ze je zména nezbytna.

2. Zakaz nelegalniho, skodlivého nebo urazlivého pouiiti ¢i obsahu

Nebudete pouzivat, podporovat, propagovat, usnadfiovat ani instruovat ostatni k pouzivani Cloudovych sluzeb pro
jakékoli nelegalni, Skodlivé nebo urdzlivé ucely, ani k prenosu, ukladani, zobrazovani, distribuci nebo jinému
zpfistupnovani obsahu, ktery je nelegalni, Skodlivy, podvodny, porusujici prava nebo urazlivy. Vase pouzivani
Cloudovych sluzeb a Vas obsah ulozeny v rdmci Cloudovych sluzeb nesmi:

e porusovat zadné zakony, predpisy nebo prava jinych osob;

e byt skodlivé pro ostatni nebo pro nasi povést, véetné nabizeni nebo sifeni podvodného zbozi, sluzeb,
schémat nebo propagaci, schémat rychlého zbohatnuti, Ponziho nebo pyramidovych schémat, phishingu,
farmingu nebo jinych klamavych praktik;

e vkladat, ukladat nebo odesilat hypertextové odkazy nebo umoznovat pristup k externim webovym
strankam nebo datovym zdrojlm, vcéetné vlozenych widget( nebo jinych prostfedkd pfistupu, jako
soucast Vaseho obsahu, k nimz nemate opravnéni nebo které jsou nelegalni;

e byt hanlivé, obscénni, urazlivé, narusujici soukromi nebo jinak nevhodné.

3. Zakaz porusovani omezeni pouZiti
Zavazujete se:

e neprodavat, neprevadét, neposkytovat sublicence, nepujcovat, nepronajimat ani nepublikovat Cloudové
sluzby, ani nepouzivat Cloudové sluzby pti provozovani outsourcingu obchodnich procesl nebo jiného
outsourcingu nebo sluzby ¢asového sdileni (pokud to vyslovné nepovolime);

e neprovadét zpétné inZenyrstvi, nerozebirat, nedekompilovat ani jinak neupravovat, nevytvaret odvozena
dila, neslucovat, nezasahovat, neopravovat ani se nepokouset objevit zdrojovy kéd Cloudovych sluzeb
nebo zadkladni technologie (s vyjimkou pripad, kdy je toto omezeni v rozporu s platnymi zdkony Vasi
jurisdikce);

e nepfistupovat ke Cloudovym sluzbdm z mist zakazanych nebo podléhajicich sankcim ¢i licencnim
pozadavkdm podle platnych sankénich a/nebo (re-)exportnich kontrolnich zdkonU a predpist, véetné



zédkonu Evropské unie, Spojenych statl americkych a/nebo jakékoli jiné platné zemé, a budete nahravat
pouze nekontrolovany obsah (napf. klasifikace "N" v EU a "N" pro ECCN nebo "EAR99" v USA), pokud neni
povoleno jinak pfislusnymi (re-)exportnimi kontrolnimi zakony nebo pfislusSnymi vladnimi licencemi ¢i
schvalenimi.

4. Zakaz zneuzivani
Zavazujete se:

e nepouzivat Cloudové sluzby zplisobem, ktery ma za cil vyhnout se nebo obejit jakdkoli omezeni pouZiti a
omezeni kladena na takové Cloudové sluzby (jako jsou omezeni pristupu a ukladani), monitorovani nebo
vyhnout se poplatkiim;

e nepfistupovat k Cloudovym sluzbam ani je nepouZivat za ic¢elem provadéni vykonnostnich testd, vytvareni
konkurenéniho produktu nebo sluzby nebo kopirovani jejich funkci nebo uzivatelského rozhrani;

e nezasahovat do fadného fungovani nebo zabezpeceni nasich systému;

e nesifit, nepublikovat, neodesilat ani neusnadriovat odesilani nevyzadanych hromadnych e-maill nebo
jinych zprav, propagaci, reklam nebo nabidek, véetné komeréni reklamy a informacnich oznameni.
Nebudete ménit ani zakryvat hlavicky e-maili ani prebirat identitu odesilatele bez vyslovného souhlasu
odesilatele.

5. Zakaz porusovani bezpecnosti
Nebudete pouZivat Cloudové sluzby zplsobem, ktery by mohl vést k ohroZeni nebo usnadnéni ohrozeni
bezpecnosti Cloudovych sluzeb nebo zakladni technologie. Zejména:

e prijmete pfimérena preventivni opatfeni proti bezpeénostnim Gtokdm, virdm a Skodlivému kédu ve
VasSem systému, hardwaru na misté, softwaru nebo sluzbach, které pouzivate k pfipojeni k Cloudovym
sluzbam a/nebo k ptistupu k nim;

e nebudete provadét zadné penetracni testy Cloudovych sluzeb nebo zakladni technologie bez ziskani
naseho vyslovného ptedchoziho pisemného souhlasu;

e nebudete pouZivat zafizeni pro pfistup k Cloudovym sluzbam nebo jejich pouzivani, kterd nejsou v souladu
s oborovymi standardnimi bezpeénostnimi zasadami (napf. ochrana heslem, ochrana proti virim,
aktualizace a Uroven zaplat).

6. Nase monitorovani; Hlaseni a audit

Berete na védomi, Ze my a nasi subdodavatelé mizZeme monitorovat Vase dodrZovani téchto AUP prostiednictvim
Cloudovych sluzeb. Vyhrazujeme si pravo vysetfit jakékoli poruseni téchto AUP. Pokud se dozvite o jakémkoli
poruseni téchto AUP, okamZité nas o tom budete informovat a poskytnete nam pomoc, kterou pozadujeme, k
zastaveni, zmirnéni nebo napravé poruseni. My, nasi subdodavatelé nebo povéreni zastupci mlZeme provést audit
Vaseho dodrzovani téchto AUP ve Vasich prostorach, na pracovnich stanicich a serverech po pfiméreném
predchozim oznameni. MUZeme odstranit, zakdzat pristup nebo upravit jakykoli obsah nebo zdroj, ktery porusuje
tyto AUP nebo jakoukoli jinou smlouvu, kterou s Vami mame pro pouzivani Cloudovych sluZzeb. MGZeme nahlasit
jakoukoli ¢innost, o niZ se domnivdme, Ze porusuje jakykoli zakon nebo predpis, pfislusSnym orgdndm c¢innym v
trestnim Fizeni, regulaénim orgdntim nebo jinym pFislusnym tfetim stranam. Pokud strana tvrdi, Ze VaSe pouzivani
Cloudovych sluzeb nebo Vas obsah porusuje prava takové treti strany nebo jakykoli zakon i predpis, mizeme
sdilet pfislusné informace o zakaznikovi.

7. Autorska prava
Siemens bude reagovat na oznameni o poruseni autorskych prav tykajicich se obsahu v souladu s platnymi zakony
o autorskych pravech.



