
IIoT Industrial Internet of Things Application Practice / IIOT工业物联网应用实践 
(F4014)

Objectives

Based on foundational knowledge of Industrial IoT and VPN, this course explores how to integrate sensors, devices, 
software, and network technologies to enable the intellectualization, automation, and interconnection of industrial 
equipment and systems. Participants will develop an understanding of what Industrial IoT is, how it differs from 
traditional IoT, and how industrial internet technologies can enhance work and production efficiency while accelerating 
digital transformation. The course covers essential IIoT and VPN concepts and illustrates them through real-world 
application scenarios and actual industrial IoT products, making it easier to translate understanding into practical 
implementations within enterprises. Using Siemens' SIMICAS remote operation and maintenance solution as a case study, it 
empowers learners to conceptualize feasible IIoT application scenarios tailored to their specific contexts and leverage 
IIoT technologies to drive corporate digital transformation.

Target Group

IT-OT Integration Engineer, Industrial IoT Engineer, Hardware Development Engineer, Embedded Systems Engineer

Content

Analysis of Key Components of IIoT
Applications in the Field of Smart Manufacturing
Typical Architecture and Components of an IIoT System
Security Policies and Best Practices
Encrypted Communication and Authentication
Concept of Virtual Private Network (VPN)
SIMICAS System and Its Role in Industrial Automation
MQTT Protocol and Its Application in Industrial Communication
Implementing an MQTT Client Using Python
Remote Connection and Debugging of SMART 1200 PLC via VPN

Prerequisites

Basic Knowledge of Industrial Networks

Type

Face-to-face training

Duration

2 days

Language

zh

Fee

7,000 CNY 
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